


















ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section:           INFORMATION TECHNOLOGY Issued: 5/7/13

Subsection:       8.01   General Policy Revised: 05/07/24

These policies apply to all Information Technology hardware, software, facilities, applications, and
networks that are a part of Jefferson County’s computing resources and shall serve as best practices
for the County, inclusive of all campus locations.  

These policies, guidelines and procedures are applicable to County departments, staff and all others,
including outsourced third parties, which have access to or manage County information. Where
conflicts exist between these policies, guidelines and procedures and a County department guideline,
the more restrictive guideline of them should take precedence.  

These policies and procedures should shall be communicated to all staff and all others who have
access to or manage County information.  

Security and Accountability Overview
All information, regardless of the form or format, which is created, acquired or used in support of
Jefferson County business activities, should only be used for County business.  County information is
an asset and each authorized user of the County’s information has an obligation to protect this
information as required and expected by these policies.  To increase the likelihood that personnel
will react appropriately to information security threats and incidents, Information Technology
Management (Director of I.T., Deputy Director of I.T., and/or Security Analyst) shall develop and
maintain an information security awareness training program.  

Policy Monitoring and Enforcement
Computing systems and resources provided by Jefferson County are owned by the County and are
therefore its property. This gives Jefferson County the right to monitor any and all voice and data
traffic passing through its system. The exercise of this right will be conducted in compliance with all
local, state and federal statues, rules and regulations governing access to identified protected,
confidential communications passing through the system, including that information obtained from
other governmental and health related agencies.

In addition, backup copies of voice or data traffic may exist, despite end-user deletion, in compliance
with any County records retention policy. The goals of these backup and archiving procedures are to
ensure system reliability and prevent business data loss.

If Jefferson County discovers or has good reason to suspect activities that do not comply with
applicable laws or this policy, voice or data records may be retrieved and used to document the
activity. The request to monitor departmental voice or data traffic will be made to the Director of the
Information Technology department and may be initiated by the Department Head,  or by the County
Attorney’s Office or County Administration upon notice to the head of the affected county
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department, or in the absence of the Department head, upon notice to the named Deputy Department
Head. The Department Head and/or County Attorney will work with the IT Director to ensure that
such monitoring and/or retrieval conforms to all relevant departmental, local, state or federal laws
and/or regulations.  In the event that prior notification of the request to monitor or retrieve
information or data cannot or should not be made to the Department Head or Deputy Department
Head, prior notification must be made to the County Attorney in order to insure compliance with all
local, state and federal laws and regulations.

Department Head Responsibility
Jefferson County department heads or their designees are responsible for determining who should
have access to technology resources within their departments and the extent of that access, so long as
that access is not in conflict with these policies.  in accordance with these policies.  Department
heads have the primary responsibility for ensuring their employees follow these policies. 

Information Technology (IT)
Information Technology management has responsibility for the data processing infrastructure, data,
voice, and wireless networks, that support the departments.  It is the responsibility of Information
Technology management to support these policies, guidelines and procedures and provide resources
needed to enhance and maintain a level of information security control that is consistent with this
document.

Information Technology management has the following responsibilities in relation to acceptable use
and the security of information:

- Ensuring processes, guidelines and requirements are identified relative to acceptable
use and security requirements defined by the County’s business;  

- Ensuring the proper controls of information are implemented for which the County’s
business have assigned ownership responsibility, based on the County’s classification
designations; 

- Ensuring the participation of the technical staff in identifying and selecting
appropriate and cost-effective security controls and procedures, and in protecting
information assets;

- Ensuring that appropriate security requirements for user access to automated
information are defined for files, databases, and physical devices assigned to their
areas of responsibility: and

- Provide for off-site storage of critical data and that recovery of backed-up media
should work if and when needed.  

- Where appropriate, document and distribute protocols and guidelines that are
directed by and complement these adopted policies.  

Information Technology designated staff are responsible for the implementation of this and other
acceptable use and information security guidelines, but the compliance of County employees with
these policies, guidelines and procedures is the Department Head’s responsibility.  

Compliance
Instances of failure to comply with this policy shall be resolved at the applicable department
without delay.  Any instance of failure to comply with this policy, that is not resolved at the
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department level shall be referred to IT management for appropriate action.  

REFERENCE:

1. Jefferson County Board of Legislators Resolution No. 96 of 2013
2. Jefferson County Board of Legislators Resolution No.     of 2024

ISSUED: May 7, 2013

EFFECTIVE: May 8, 2024

Robert F. Hagemann, III
County Administrator
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section:           INFORMATION TECHNOLOGY Issued: 5/7/13

Subsection:       8.06   Password Management Revised: 05/07/24

Purpose: The purpose of this policy is to define the requirements necessary for Jefferson County
employees to gain access to computing and information technology resources for all Jefferson
County systems.  

Scope:  Access to Jefferson County information technology resources is a privilege and access is
to be primarily granted via an active directory Network ID and in some cases an independent
application ID.  Network and/or application ID’s are granted to individuals who have a valid
relationship between themselves and the County.  Valid relationships are defined as:

Employees
Elected Officials
Interns
Vendors
Contractors
Other approved agencies

This policy applies to all personnel that use County IT resources, as well as all contractors,
vendors and consultants.  

General Policy: The best security against a password incident is to follow a sound password
construction strategy.  Jefferson County mandates that users adhere to the minimum
password requirement guidelines as set by either NIST (National Institute of Standards and
Technology) or the current cybersecurity insurance provider.  Their guidelines will also
dictate the settings for number of failed login attempts and for length of idle time before the
screen locks.  

When the County has determined that access to County information technology equipment,
systems and networks should be limited, user access or information integrity and accountability
will be provided through the use of individually assigned unique identifiers, known as Network-
IDs, or other technologies including biometrics, token cards, etc.  
Associated with each Network-ID is an authentication token, such as a password, which should
be used to authenticate the person accessing the data, system or network.  Information used to
authenticate the identity of a person or process should be treated as confidential and should not
be disclosed.  This does not include distribution of one-time-use PINs, passwords or passphrases.

Unique Network and/or application ID’s and passwords are issued to new staff members upon
request from the Department Head. 
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ID’s and passwords are not to be shared with anyone. This includes not only people external to
an employee’s department, but also people from within an employee’s department. Employees
are expected to protect their individual Network ID and password from unauthorized use.

No employee is to keep an unsecured written record of his or her passwords, either on paper or in
an electronic file. If it proves necessary to keep a record of a password, then it must be kept in a
controlled access safe if in hardcopy form or in an encrypted file if in electronic form.

Do not use the “Remember Password” feature of applications.

If an employee either knows or suspects that his/her password has been compromised, it must be
reported to the IT Department and the password changed immediately. If the minimum aging
requirement has not been met for the password, the IT department will reset the minimum aging
for the account allowing the user to create a new password.

The IT Department may attempt to crack or guess users’ passwords as part of its ongoing 
security vulnerability auditing process. If a password is cracked or guessed during one of
these audits, the user will be required to change his or her password immediately.

Passwords will be changed a minimum of every 6 months. Employees will choose their own 
passwords based on requirements developed by Information Technology. Said requirements will 
include the following:

1. Passwords will be at least 8 characters in length and include upper and lower case letters,
numbers and special characters. 

2. There will be a lockout feature as a result of 3-7 failed log-on attempts.

3. Passwords will be inaccessible to IT personnel.

4. Passwords will be prevented from being saved on servers.

5. Default and generic accounts and anonymous logon sessions will be deactivated.

REFERENCE:

1. Jefferson County Board of Legislators Resolution No. 96 of 2013
2. Jefferson County Board of Legislators Resolution No.    of 2024

ISSUED: May 7, 2013

EFFECTIVE: May 8, 2024

Robert F. Hagemann, III
County Administrator
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:      05/07/24

Subsection: 8.14    Access  Control Revised:

Purpose:  Access controls are necessary to ensure that only authorized personnel can access
information and systems, and protect county data. They also manage user access to resources by
granting access to only the resources that are required for the users to complete their assigned
duties.

Scope: This policy applies to all personnel whether employed, elected, or appointed, as well as
all contractors, vendors and consultants.

General Policy: Jefferson County will provide access privileges to county technology (including
networks, systems, applications, computers and mobile devices) based on the following
principles:

• Need to know — users or resources will be granted access to systems that are
necessary to fulfill their roles and responsibilities.

• Least privilege — users or resources will be provided with the minimum
privileges necessary to fulfill their roles and responsibilities.

Requests for accounts and access privileges must be formally documented to IT either by
Notification of New Hire or by email.

Requests for special accounts and privileges (such as vendor accounts, application and service
accounts, system administration accounts, shared/generic accounts, test accounts and remote
access) must be formally documented by email and approved by Information Technology
management.

A positive verification of the user’s identity must be performed by the Help Desk or be
designated before granting a new password or unlocking an account.

Existing user accounts and access rights will be reviewed at least annually to detect dormant
accounts and accounts with excessive privileges. Examples of accounts with excessive privileges
include:

• An active account assigned to external contractors, vendors or employees that no
longer work for the county.

• An active account with access rights for which the user’s role and responsibilities
do not require access. For example, users that do not have authority or
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responsibility to approve expenses should not have access with approval
permissions in a financial system.

• System administrative rights or permissions (including permissions to change the
security settings or performance settings of a system) granted to a user who is not
an administrator.

• Unknown active accounts.

Guest Accounts
Guest accounts (default account with limited computer access) will not be created or granted
access to the county network.

Privileged Accounts
Users that work with sensitive data or who have elevated access to systems will be granted a
separate unique account to be used for these duties, which will be separate from their normal user
account. This includes both on-premises and cloud-based applications.

This account will be used only for executing functions that cannot be performed with a regular
user account. Privileged user accounts can only be requested by managers or supervisors and
must be approved by the Information Technology management.

Service Accounts
System services that need to have an account created to function correctly will be named in a way
that identifies the purpose of the account to IT staff and incident response personnel.

Service account permissions will be set using the principle of least privilege, granting only the
access rights required for the service to properly function.

Workstation Local Administrator Accounts
Users shall not be granted access to the local administrator on their workstations. Jefferson
County will make use of a program that assigns local administrator passwords when required and
resets them at an automatic interval.

Shared User Accounts
Where possible, specific domain security groups should be used to share common access
permissions across many users, instead of shared accounts. Shared user accounts are only to be
used on an exception basis with written approval from Information Technology management.
When shared accounts are required, passwords will be stored and handled in accordance with the
password policy.

The use of shared accounts will be monitored where possible, including the recording of the time
of access, the reason for accessing the shared user account, and the individual accessing the
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account. When the shared user account has administrative privileges, such a procedure is
mandatory and access to the monitoring logs must be protected and restricted.

Default User Accounts
Where possible, all default user accounts will be disabled or changed. These accounts include
“guest,” “temp,” “admin,” “Administrator” and any other commonly known or used accounts.
Default accounts, as well as related default passwords used by vendors on “commercial off the
shelf” systems and applications, will be changed.

Test Accounts
Test accounts can only be created if they are justified by the appropriate department, through a
formal request by email to the Information Technology management for approval consideration.
Test accounts must have an expiration date of no more than 30 days and will be disabled/deleted
when they are no longer necessary. Maintaining test accounts beyond the expiration date must be
re-evaluated every 30 days and approved appropriately.

Contractors and Vendors
Contracts with contractors/vendors will include specific requirements for the protection of data.
In addition, contractor/vendor representatives will be required to sign a confidentiality agreement
prior to obtaining approval to access resources.

Individualized contractor and vendor accounts must be created, instead of generic user account
names. The name of the contractor/vendor representative must be communicated to the IT
department at least 7 business days before the person needs access. The IT department will
maintain a current list of external contractors or vendors having access to county resources.

The need to terminate the access privileges of the contractor/vendor must be communicated to
the IT department at least one business day before the contractor/vendor representative’s need for
such access ends.

Disabling access
When temporary access has been provided, such access will be removed immediately after the
user has completed the task for which the access was granted. User accounts assigned to
contractors will be set to expire according to the contract’s expiration date.

User accounts will be disabled when the user is no longer employed, ceases to have a legitimate
reason to have an account, or after no more than six months of inactivity.

Access rights will be disabled when the user is terminated or ceases to have a legitimate reason to
access resources. When an employee is no longer employed, the department will submit a request
to IT that the user’s account is to be disabled at the time of the employee’s termination.

Disabled user accounts will be permanently deleted after no more than three months in that state.
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REFERENCE: Jefferson County Board of Legislators Resolution No.   of 2024

ISSUED: May 7, 2024

EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator 
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:     05/07/24

Subsection: 8.15    Asset Management Revised: 

Purpose: Asset management is necessary to ensure that Jefferson County hardware and software
assets are properly tracked and managed so that they comply with all software vendor licensing
requirements, and so that in the event of a security incident, assets can be located.

Scope: This policy applies to all Jefferson County IT systems and software.

General Policy: Hardware and software standards are to be determined by Information
Technology management for all IT equipment and service agreements, including, but not limited
to, desktops, laptops, servers, printers, etc. 

All service and maintenance contracts, and hardware and software must be approved by
Information Technology management before any purchase.

Asset Inventory

Hardware Assets
To ensure the ability to appropriately apply incident response capabilities, all hardware assets
will be tracked in a configuration management database (CMDB). The IT department will direct
an annual physical audit of the CMDB to ensure that all physical hardware assets can be located.

Software Assets
All software shall be approved by the IT department. Any requests for software not already
licensed for use shall be submitted in writing by a manager or department head to the Information
Technology management.

All software licenses shall be tracked to ensure that they do not exceed their legal usage rights.
Any user who no longer requires the use of licensed software shall inform the IT department by
opening a help desk ticket so that the license can be re-issued.

Cloud/XaaS Assets
Information Technology management shall maintain a list of all third-party systems that are in
use by, and what types of data that are stored in, those systems.

REFERENCE: Jefferson County Board of Legislators Resolution No.  of 2024
ISSUED: May 7, 2024
EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:      05/07/24

Subsection: 8.16     Change Management Revised: 

Purpose: Unmanaged changes to Jefferson County systems can have unintended consequences
that can lead to reduced confidentiality, integrity and availability of data. To prevent this, any
changes to systems should be managed and tracked.

Scope: This policy applies to all county IT systems and software.

General Policy: To protect the confidentiality, integrity and availability of Jefferson County
data, all changes made to Jefferson County systems will be formally documented.

Change Requests

A change request (CR) should be made detailing the change that is requested, stating the business
reason for requesting the change and procedures for making the change, as well as providing a
backout plan.

All CRs will be reviewed by the IT department to determine the impact to risk and security.

Information Technology management will approve all changes in writing. Once approved, the
scope of a CR cannot change; a new CR will be required.

All changes will be recorded in a tracking system in the event there needs to be a reversion to the
system’s previous state. Once the change is complete, the person submitting the CR must sign off
that the change meets the business requirements.

REFERENCE: Jefferson County Board of Legislators Resolution No.  of 2024

ISSUED: May 7, 2024

EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator 
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:      05/07/24

Subsection: 8.17   Desktop and Server Security Revised: 

Purpose: To protect county systems and data, the concept of least privilege will be applied to all
computer systems. Additionally, users are prohibited from making any unauthorized changes to
county IT systems.

Scope: This policy applies to all Jefferson County-owned IT systems. 

General Policy:

Workstations
All workstations will be deployed using an image built by the IT department. This image will
consist of the operating system, business applications that personnel will need to accomplish
their daily tasks, antivirus software, and security patches to protect the county’s IT systems from
network-based security threats.

If personnel need an application that is not part of the normal image deployed to all computers,
they may submit a request via the IT department. Upon approval, the IT department will arrange
for a license for the application and deploy it to the user’s computer. When personnel no longer
need an application, they will submit a request to the IT department, which will then remove the
application from the computer and re-assign the license as appropriate.

Only applications purchased and licensed to the county will be installed on county computers;
personnel are prohibited from installing personal software on these devices. Personnel may only
install county approved applications on county-provided equipment.

The IT department will review the workstation image on a regular basis to ensure that all
installed applications are the current version. This reduces the deployment time needed for
additional patching and upgrading.

Servers
Servers will be deployed using a standard image or build checklist.
Servers will have any unnecessary services disabled to reduce the attack surface. System or
application owners will be responsible for patching and upgrading systems on a regular basis, in
accordance with the established vulnerability management policy.

Disposal

When any computer system housing county data is deemed end of life or no longer needed it will
be wiped in accordance with US Department of Defense Standards.
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REFERENCE: Jefferson County Board of Legislators Resolution No.  of 2024

ISSUED: May 7, 2024

EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator 
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:      05/07/24

Subsection: 8.18   Incident Response Revised: 

Purpose: Intrusion attempts, security breaches, theft or loss of hardware and other
security-related incidents have the potential to cause great harm to the county, its employees and
its partners.

Scope: This policy applies to all county personnel whether employed, elected, or appointed, as
well as all contractors, vendors and consultants.

General Policy: Intrusion attempts, security breaches, theft or loss of hardware and other
security-related incidents executed against the county must be reported to the IT department.
Anyone with knowledge or reasonable suspicion of an incident that violates the confidentiality,
integrity or availability of critical information, are required to immediately contact IT.

IT Management, in collaboration with other appropriate staff and/or partners, shall determine if
the reported incident is an information security incident. If IT Management and other appropriate
staff and/or partners determine that the reported event is not a security incident, then the matter
will be returned to the IT department for remediation and/or closure. If the reported event is a
security incident, IT Management will direct the appropriate response in coordination with the
appropriate staff and/or partners.

IT Management shall work with appropriate staff and/or partners to develop and maintain an
incident response plan and guides (also referred to as playbooks) to ensure that the county
responses to security incidents are documented and repeatable.

Each incident response will include a post-incident review to ensure that any lessons learned are
incorporated into the incident response guides. The county shall exercise its incident response
capability at least every two years to ensure that all incident response guides are current and to
incorporate any lessons learned.

REFERENCE: Jefferson County Board of Legislators Resolution No.  of 2024

ISSUED: May 7, 2024

EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator 
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:     05/07/24

Subsection: 8.19   Information Classification Revised:    

Purpose: The purpose of this policy is to establish a framework for classifying data based on the
level of sensitivity, value and criticality. Classification of data will aid in determining baseline
security controls for protection.

Scope: This policy applies to all county personnel whether employed, elected, or appointed, as
well as all contractors, vendors and consultants, and all information created by or entrusted to
Jefferson County.

General Policy: Data classification, in the context of information security, is the classification of
data based on its level of sensitivity and the impact to Jefferson County should that data be
disclosed, altered or destroyed without authorization. The classification of data helps determine
what baseline security controls are appropriate for safeguarding that data.

All institutional data shall be classified into one of three sensitivity levels or classifications:

Restricted Data
Data should be classified as restricted when the unauthorized disclosure, alteration or
destruction of that data could cause a significant level of risk to Jefferson County or its
affiliates. Restricted data includes data protected by state or federal privacy regulations
such as protected healthcare information. The highest level of security controls shall be
applied to restricted data.

Private Data
Data should be classified as private when the unauthorized disclosure, alteration or
destruction of that data could result in a moderate level of risk to Jefferson County or its
affiliates. By default, all Jefferson County data that is not explicitly classified as restricted
or public data should be treated as private data such as employee personally identifiable
information. A reasonable level of security controls shall be applied to private data.

Public Data
Data should be classified as public when the unauthorized disclosure, alteration or
destruction of that data would result in little or no risk to Jefferson County and its
affiliates. Any data subject to public disclosure laws are considered public data. While
little or no controls are required to protect the confidentiality of public data, some level of
control is required to prevent unauthorized modification or destruction of public data.
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Handling of Data
Jefferson County employees are prohibited from sharing or storing restricted or private data on
any system not authorized by the Jefferson County IT department. This includes, but is not
limited to, file sharing services, personal email or instant messaging platforms.

REFERENCE: Jefferson County Board of Legislators Resolution No   of 2024

ISSUED: May 7, 2024

EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator 
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:     05/07/24

Subsection: 8.20    Logging Revised: 

Purpose: Security event records are security-related events that a system or application records to a
log file. These events are typically related to authentication, access control, administration or other
security-related activities in the system. Proper collection and management of logs can assist in the
detection of and response to cybersecurity incidents.

Scope: All systems that are owned and/or operated by Jefferson County and that store, process or
transmit confidential and/or restricted information, accept network connections or make access
control decisions, shall record and retain audit-logging information pertaining to security-related
events.

General Policy: To ensure that timely action can be taken in response to the identification of a
potential security event in the logs, system logs from on-premises information systems and cloud
systems shall be configured, securely stored and reviewed to help detect unauthorized activities on
the network or unauthorized access to information and resources.

General Requirements
All systems that handle sensitive information, accept network connections or make access control
(authentication and authorization) decisions, shall record and retain audit-logging information
sufficient to allow investigators to determine: 

• What activity was performed?
• Who or what performed the activity?
• When was the activity performed?
• What was the status (such as success vs. failure), outcome or result of the activity?

Formatting and Storage of Logs

• The formatting and storage of audit logs shall be in a way that ensures the integrity of
the logs and supports analysis and reporting.

• Security event records must be retained for a minimum of 90 days.
• Security event records must be protected from unauthorized access or modification.

REFERENCE: Jefferson County Board of Legislators Resolution No   of 2024

ISSUED: May 7, 2024

EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:   05/07/24

Subsection: 8. 21  Risk Management Revised: 

Purpose: Identification of risks to the county’s information is critical to being able to initiate proper
risk treatment to reduce those risks to an acceptable level. Un-treated risks leave the county
vulnerable to potential compromise.

Scope: This policy applies to all systems and service providers that may transmit, process or store
Jefferson County data.

General Policy: Risk assessments can be conducted on any entity in the county or any outside entity
that transmits, stores or processes Jefferson County data. Risk assessments can be conducted on any
information system, to include applications, servers and networks, and any process or procedure by
which these systems are administered and/or maintained.

The execution, development and implementation of remediation programs are the joint responsibility
of Information Technology management and the department responsible for the system/area being
assessed. Any trusted risk assessment framework may be used if the personnel performing the risk
assessment are familiar with it. Employees are expected to cooperate fully with any risk assessment
conducted on systems for which they are accountable. Employees are further expected to work with
Information Technology management in the development of a remediation plan to any risks that are
identified.

Jefferson County expects third-party entities that will have access to critical information or
information systems to provide assurances that they will exercise due care. Before entering into any
business agreement with any third party, Information Technology management must evaluate the
risk.

For any potential new vendor, the review process may include the following items to be reviewed:
SAS 70/SOC 1/SOC2/ISO 27001. If the provider does not have any of these documents, or if they do
include in their scope the systems that will be storing, processing, or transmitting Jefferson County
information, then the provider will be required to complete a security controls questionnaire.

REFERENCE: Jefferson County Board of Legislators Resolution No   of 2024

ISSUED: May 7, 2024

EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:     05/07/24

Subsection: 8.22    Social Media Revised: 

Purpose: Misuse of Social Media can put Jefferson County, its employees, and its citizens at
risk. To reduce risks, all personnel with access to County Social Media sites are required to
comply with certain rules of behavior.  For purposes of this policy, the term “Social Media”
typically refers to forms of electronic communication - such as websites and applications (apps)
for social networking and microblogging - through which users create online communities to
share information, ideas, messages, and other content.

Scope: This policy applies to all personnel that use county Social Media sites regardless of
position or tenure.

General Policy: Accounts used to manage a department’s Social Media presence are to be
treated as privileged accounts, are for official use only and must not be used
for personal use.

The decision to create a Department’s Social Media site is the sole responsibility of the
Department. The department will notify Information Technology management so they can
archive and backup the sites. At least two individuals must be designated by the department head
to administer their Social Media site. The Department, and its designated Social Media site
administrators, have the responsibility for administering the Department’s Social Media site to
include, at a minimum:

• Securely maintaining the site location and access rights associated with such sites.
• Complying with records retention and archival requirements while using a Social

Media site.
• Establish departmental content approval process.

Content
Only authorized personnel acting in their official capacity may communicate on Social Media
sites on behalf of the department and may do so only in accordance with the department’s
established content approval process. Content posted on any Department’s Social Media site
must comply with all applicable Federal and State laws, regulations, and policies as well as any
terms of use and terms of service applicable to the Social Media site being used.

Use of Social Media
Authorized employees must adhere to the following rules when using Social Media technologies
through Jefferson County resources and/or when posting to Social Media sites in their official
capacities. Authorized employees must:
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• Obtain the necessary authorizations from the department head or designee, to
communicate on behalf of the entity.

• Abide by all applicable policies, terms of use, and work rules including the
Acceptable Use of Information Technology Resources Policy, regarding the use of
the Internet and information technology resources. The use of Social Media tools
on County IT resources will be monitored by the same method as defined in those
policies and work rules.

• Be transparent when participating in any online community and speaking on
behalf of the department by communicating in a professional manner.

• Abide by copyright and other applicable laws. Comments and posts may be
permanently available and open to being republished in other media. Libel,
defamation, copyright, and data protection laws apply to postings on Social Media
websites.

• Obtain permission before publishing photographs, videos or quotes of others.
• Not post personal, private, sensitive, confidential, proprietary, or otherwise

restricted information.
• Not use the site for monetization.

Discontinuance 
The decision to discontinue a Department’s Social Media site is the sole responsibility of the
Department. The department will notify Information Technology management so they can
properly archive the site. 

Compliance
Instances of failure to comply with this policy shall be resolved at the applicable department
without delay. Any instance of failure to comply with the policy that is not resolved at the
department level shall be referred to IT management for appropriate action. Any issue that IT
cannot resolve shall be referred to the County Administrator for appropriate action up to and
including discontinuation of the site.

REFERENCE: Jefferson County Board of Legislators Resolution No   of 2024

ISSUED: May 7, 2024

EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: INFORMATION TECHNOLOGY Issued:    05/07/24

Subsection: 8.23    Vulnerability Management Revised: 

Purpose: Vulnerability management is an essential component of any information security
program, and the process of vulnerability assessment is vital to effective vulnerability
management.

Scope: This policy applies to systems owned or managed by Jefferson County.

General Policy: The development, implementation and execution of the vulnerability assessment
process is the responsibility of the security operations area under the authority of Information
Technology management.

Periodic or continuous vulnerability assessment scans will be performed on all network assets
deployed by Jefferson County, using a centrally managed vulnerability assessment system
deployed and managed by the IT department. Use of any other network-based tools to scan or
verify vulnerabilities must be approved, in writing, by Information Technology management.
Vulnerability remediation is to be completed as soon as practicable. 

REFERENCE: Jefferson County Board of Legislators Resolution No   of 2024

ISSUED: May 7, 2024

EFFECTIVE: May 7, 2024

Robert F. Hagemann, III
County Administrator
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ADMINISTRATIVE MEMORANDUM
POLICIES  AND  PROCEDURES

County of Jefferson      Board of Legislators      Office of the County Administrator

Section: FINANCE Issued:    12/87

Subsection: 1.04   Disposition of Surplus Property/ Revised:    09/03, 05/24
                         Transfer and Disposal

POLICY
To ensure compliance with guidelines issued by the Office of the New York State Comptroller
through the adoption of written rules and regulations for the effective control and disposal of
surplus materials, equipment and scrap materials.

SCOPE
This policy applies to all employees and Departments of Jefferson County and is in addition to
and in conjunction with Policies 1.03, 1.10, 4.02, 8.01, 8.02, and 8.03.

INTRODUCTION
The Purchasing Department shall be responsible for coordinating the acquisition, storage,
transfer, inventory and disposal of surplus or obsolete material and equipment including all Fixed
Assets owned by the County as well as ensuring the appropriate fixed asset records are updated
in a timely manner. The Fixed Asset Inventory shall include all real and personal property of
Jefferson County.  

The disposal of Fixed Assets shall only be authorized by the Purchasing Department after being
declared surplus by the respective Department Head.

No statute prescribes a procedure for the sale of surplus County personal property and therefore
there is no statutory mandate that such property be sold only after a public advertisement for
sealed bids or public auctions.  However, in order to fulfill a fiduciary duty, the method of sale
adopted must be designed to realize the best price or maximum financial benefit for the County.

GUIDELINES
    1. The Purchasing Department shall utilize surplus assets, if available, to meet the needs of

operating Departments prior to making a new purchase. Surplus assets will be listed on
the County’s website.

    2. Department Heads are responsible for the assets of their Department and shall determine
when it is appropriate to declare an asset as surplus to the needs of their Department.

    3. The Purchasing Department, under the direction of the Purchasing Director, shall be
authorized to dispose of surplus assets through a method deemed to be in the best interest
of the County. The method chosen shall be within the discretion of the Purchasing
Director and may include a public auction, competitive bid/quotation, donation,
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scrapping, or in appropriate circumstances, private negotiation.  

    4. Disposal of real property shall occur only after appropriate action by the Board of
Legislators. 

    5. The disposal of surplus shall be authorized in the following order of preference:
# County government and its operating Departments with preference given to

Departments which have specifically requested the type of asset surplused. 
# Municipalities, Political Subdivisions, Schools and Not for Profit Agencies within

Jefferson County.
# The general public

    6. The Purchasing Director shall maintain a record of the disposal of all surplus assets and
shall file an annual report of disposed assets with the County Administrator’s Office,
County Treasurer, and Director of Insurance in conjunction with the annual Statement of
Fixed Assets.

    7. The County Administrator may from time to time specify a particular method be utilized
for the disposal of a surplus asset. Such direction shall be in writing, stating the reason for
doing so, and shall become an attachment to the asset record.

    8. The Purchasing Department is designated as the official representative of the County
authorized to participate in State and Federal Surplus Programs.

The Purchasing Department is authorized to acquire surplus personal property through the
submission of a sealed bid or attendance at a public sale or auction sponsored by the New
York State Office of General Services or the Federal Surplus Property Program.

Purchasing will be responsible for the periodic review, screening, and inspection of
available surplus to meet the needs of County Departments for purchases approved in the
current years’ budget, as well as items included in the Departments’ “wish list”. All such
purchases must be approved by both the Department Head and County Administrator’s
Office prior to submission of a formal bid by Purchasing.

    9. The Purchasing Department is authorized to purchase surplus property from other
Villages, Towns, Cities, Counties, or School Districts as appropriate for use by Jefferson
County.

PROCEDURES

TRANSFERS AND OFFSITE SURPLUS STORAGE 
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     1. Upon determination that an asset is surplus to the needs of the Department, the
Department Head or designee shall forward a Fixed Asset Transfer Form FA-02 (see
Policy 1.03 Fixed Asset Control) to the Purchasing Department designating the asset as
surplus and available for transfer.  It shall be the responsibility of the Department to
ensure the asset is ready for transfer and, in the case of computer equipment, does not
contain software programs, data, or other information which would violate software
licensing rights, provide inappropriate information to the purchaser, or otherwise contain
data which may be harmful to the County.

     2. The Purchasing Department shall be assigned to photograph assets that have been
declared as surplus by a Department.

     3. Based on the information provided, Purchasing will determine the appropriate method of
disposition as follows:

If an asset is in good/reusable condition:
   # As soon as possible from the date of receipt, Purchasing will notify all Department

Heads through the County’s email system that an asset is available for transfer for a
period of one week from the date of posting.  The asset will also be listed on the
County’s website subject to prior transfer to a department.

DURING THIS PERIOD, THE ASSET WILL REMAIN PHYSICALLY LOCATED
WITHIN THE DEPARTMENT WHICH IS TRANSFERRING THE ASSET.

   # Subsequent to receiving email communication from the Purchasing Department
detailing County assets that have been declared as surplus, given a Department has
potential interest in taking receipt of an asset, it will be the inquiring Department’s
responsibility to coordinate a time and date to view the asset in person.

   # A Department may also request a photograph taken of an asset from the Purchasing
Department.

   # If a Department determines the asset may be utilized, an Asset Transfer Form shall
be forwarded to Purchasing who will coordinate the physical transfer and update the
asset records of both Departments accordingly.  Such requests will be processed in
the order of receipt.

   # If no transfer requests are received by the conclusion of the posting period, the asset
may be disposed of in accordance with these procedures by the Purchasing
Department. At such time, the unclaimed assets will be removed from the
Department, for disposal, or taken to the County’s surplus storage location until it is
sold at auction. Physical removal of the asset must be coordinated with the
Purchasing Department.
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ALL COUNTY-OWNED PROPERTY DECLARED SURPLUS TO THE NEEDS OF
A DEPARTMENT MUST BE TRANSFERRED TO SURPLUS STATUS.  UNDER
NO CIRCUMSTANCES SHALL A DEPARTMENT TRANSFER OR DISPOSE OF
COUNTY-OWNED PROPERTY WITHOUT PRIOR AUTHORIZATION FROM
THE PURCHASING DEPARTMENT.  DEPARTMENT HEADS SHALL BE HELD
RESPONSIBLE FOR THE UNAUTHORIZED DISPOSAL OF ASSETS UNDER
THEIR CONTROL.  

SALE AND DISPOSAL

    1. If an asset is determined to be in poor, unsafe, or unusable condition with no appreciable
value, Purchasing will make arrangements to have the asset photographed and scrapped
and the appropriate entries made to the asset record.

    2. When an asset is no longer useful to the County but retains some residual value, the
Purchasing Director shall be authorized to dispose of the asset by means of public
auction, competitive bids or quotations, donation, private negotiation or a method
determined to be in the best interested of the County.

A good faith effort shall be made to obtain the best possible value for an asset.  However,
in no event shall the inability to obtain offers be a bar to the disposition. In such case, an
asset shall be removed from the County’s surplus storage location for disposal.

Whenever an asset is scrapped, the reason shall be documented and approved by the
Purchasing Director and be made part of and attached to the asset record.

 
    3. The Purchasing Director shall be authorized to negotiate the sale of an asset directly with

a Municipality, Political Subdivision, School District or Not-for-Profit Agency who has
expressed an interest in a particular asset without making the asset available to other
entities if it appears to be in the best interest of the County to do so.

    4. The Purchasing Director shall be authorized to reject any or all offers which are not in the
best interest of the County.

    5. Surplus computer equipment may be offered through donation to public schools, public
libraries, private institutions for secular educational use, and not-for-profit institutions for
use by individuals with disabilities, pursuant to General Municipal Law, Section 104-C.
“Computer equipment” shall include hardware, software and printers.

    6. The above referenced guidelines notwithstanding, the Purchasing Director, at his
discretion, may require standards which exceed those presented in this policy.
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    7. Instances of failure to comply with this policy, guidelines, and procedures shall be
reported to the County Administrator who shall keep the Board Chairman and
jurisdictional committee appraised of noncompliance and initiate appropriate corrective
action.

REFERENCE

1. Section 215.9, County Law
2. Jefferson County Board of Supervisors Resolution No. 353 of 1987 
3. Jefferson County Board of Legislators Resolution No. 109 of 1996, 184 of 2003, and 

       of 2024

FORMS
Surplus Donation Letter (FA-04)

ISSUED: 12/87

REVISED: 4/96, 9/03, and 5/24

Robert F Hagemann III
County Administrator
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